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PURPOSE

To establish a policy and procedure for Blue Shield of California Promise Health Plan to provide
physical safeguards to protected health information (PHI) in the Utilization Management (UM)

Department.

POLICY

The utilization management (UM) staff will provide physical safeguards to protected health
information and prevent from accidental or intentional use or disclosure of PHI that is a violation

of HIPPA requirements.

PROCEDURE

1. Each employee will keep all protected health information in a locked file cabinet when

he/she is leaving the work area.

2. Each employee will log-off his/her computer when he/she is leaving the work area
3. Fax machine will be placed in a secure, locked area. Only authorized personnel can

retrieve incoming faxes.

A “UM personnel only” sign will be posted in the UM hallways to restrict access to the UM

Department.
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